
Expert on Network and Cloud Infrastructure Assessment 

Responsibilities: 

• In coordination with the Expert on resilience of election IT infrastructure 
• Conduct thorough assessments of network and cloud infrastructure to identify strengths, 

weaknesses, and potential risks 
• Identify vulnerabilities in network architecture and cloud configurations that could impact system 

reliability, data security, and performance related to the electoral process 
• Perform security audits of relevant election IT infrastructure and network architectures 
• Advise on best practices for securing the infrastructure, cloud environments and network 

communication, including encryption, identity management, and access control 

Requirements and skills: 

• Knowledge and experience in designing and deploying network solutions both on premise and 
within cloud infrastructure 

• Knowledge and experience in assessing and re-configuration of network security measures 
• Knowledge and experience in performing security audits 
• Proficiency in the Romanian language would be an advantage. Knowledge of the Russian language 

would also be an advantage 
• The possession of the security clearance is recommended, but not obligatory 

Location within Moldovan authorities: Information Technology & Cyber Security Service (STISC) 


